Computer Highlights Society Magazines
The IEEE Computer Society's lineup of 13 peer-reviewed technical magazines covers cutting-edge topics ranging from software design and computer graphics to Internet computing and security, from scientific applications and machine intelligence to cloud migration and microchip design. Here are highlights from recent issues.
Toward an Open, Sustainable National Advanced Computing Ecosystem
For over three decades, a largely organic process has brought into existence a somewhat disjointed and chaotic national research computing ecosystem that supports a collection of computational resources and services. Consequently, much of the national advanced research computing environment can be characterized by pockets of more coherent resources and services in a larger, less-coherent ecosystem. The rise in deployment of research computing resources on university campuses has added complexity to the situation. The National Science Foundation has made a foray into developing a more coherent environment via investments in XSEDE, the associated research computing resources, and critical common services and support for researchers. Read more in the September/October 2018 issue of Computing in Science & Engineering.
Critical Failure: Computer-Aided Instruction and the Fantasy of Information
The history of the use of various kinds of computers in education involves frequent triumphalist claims about the inevitable automation of instruction and equally frequent declarations of the failure of this project. This article, which appears in the April-June 2018 issue of the IEEE Annals of the History of Computing, situates both types of claims within a broader cultural understanding, one that holds that the human world is fundamentally informational and therefore amenable to improvement by computers.
Controlling User Access to Cloud-Connected Mobile Applications by Means of Biometrics
Cloud-connected mobile applications are becoming a popular solution for ubiquitous access to online services such as cloud data storage platforms. The adoption of such applications has brought security and privacy implications that are making individuals hesitant to migrate sensitive data to the cloud; thus, new secure authentication protocols are needed. In this article, which appears in the July/August 2018 issue of IEEE Cloud Computing, the authors propose a continuous authentication approach integrating physical (face) and behavioral (touch and hand movements) biometrics to control user access to cloud-based mobile services, going beyond one-off login.
LightPainter: Creating Long-Exposure Imagery from Videos
This article, which appears in the July/August 2018 issue of IEEE Computer Graphics and Applications, presents LightPainter, an interactive tool that promotes creative long-exposure photography through an intuitive drawing metaphor and flexible spatiotemporal mapping from videos to composite images. The authors discuss the power of software-defined exposure and the tool's capability of facilitating sophisticated long-exposure effects in challenging scenarios.
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Next-Generation Smart Environments: From System of Systems to Data Ecosystems
Digital transformation is driving a new wave of large-scale data-rich smart environments. The resulting data ecosystems present new challenges and opportunities in the design of intelligent systems and system of systems. Read more in the May/June 2018 issue of IEEE Intelligent Systems.
OmniShare: Encrypted Cloud Storage for the MultiDevice Era
Two attractive features of cloud storage services are the automatic synchronization of files between multiple devices and the possibility of sharing files with other users. However, many users are concerned about the security and privacy of data stored in the cloud. Client-side encryption is an effective safeguard, but it requires all client devices to have the decryption key. Current solutions derive these keys from user-chosen passwords, which are easily guessed. In this article, which appears in the July/ August 2018 issue of IEEE Internet Computing, the authors present OmniShare, the first scheme to combine strong client-side encryption with intuitive key distribution mechanisms to enable access from multiple client devices and sharing between users. OmniShare uses a novel combination of out-of-band channels (including QR codes and ultrasonic communication), as well as the cloud storage service itself, to authenticate new devices. The authors describe the design and implementation of OmniShare and explain how they evaluated its security, performance, and usability.
Perceived-Color Approximation Transforms for Programs that Draw
Human color perception acuity is not uniform across colors. This makes it possible to transform drawing programs to generate outputs whose colors are perceptually equivalent but numerically distinct. One benefit of such transformations is lower display power dissipation on organic light-emitting diode (OLED) displays. In this article, which appears in the July/August 2018 issue of IEEE Micro, the authors introduce Ishihara, a language for 2D drawing that lets programs specify perceptual-color equivalence classes to use in drawing operations, enabling compile-time and runtime transformations that trade perceived color accuracy for lower OLED display power dissipation.
Toward Real-Time Delivery of Immersive Sports Content
Free viewpoint technology makes it possible to view video of sports content from any angle or position, but creating such content is currently a time-consuming process that can prevent real-time delivery. To address this problem, the authors of this article from the April-June 2018 issue of IEEE MultiMedia present an application framework that implements semi-automatic camera calibration, object extraction, object tracking, and object separation to seamlessly generate high-quality free viewpoint sports videos for handheld devices.
Robotic Symbionts: Interweaving Human and Machine Actions
This article from the April-June 2018 issue of IEEE Pervasive Computing defines a category of human-robot interaction in which human and robotic actors work as a single unified system. The authors survey work from various fields including human augmentation systems such as extra fingers and arms, and other robots that operate in close proximity to the user. The discussed works highlight a close interplay between human and robotic actions where control decisions are made by both actors. Such a dyadic configuration can yield a synergistic outcome but requires that close attention be paid to the coordination between them. Using case studies from their own work, the authors discuss two main questions that must be addressed when designing such closely collaborative human-robot integrations: type of support and degree of control. The different choices that can be adopted for each of these design questions define a framework or classification that is useful for surveying existing and future research.
Botnet in the Browser: Understanding Threats Caused by Malicious Browser Extensions
Browser extension systems risk exposing APIs, which are too permissive and cohesive with the browser's internal structure, leaving a hole for malicious developers to exploit security-critical functionality. In this article, which appears in the July/August 2018 issue of IEEE Security & Privacy, the authors present a botnet framework based on malicious browser extensions and describe a range of attacks that can be launched in this framework.
Code Reviewing in the Trenches: Challenges and Best Practices
Code review has been widely adopted by and adapted to open source and industrial projects. Code review practices have undergone extensive research, with most studies relying on trace data from tool reviews, sometimes augmented by surveys and interviews. Several recent industrial research studies, along with blog posts and white papers, have revealed additional insights on code reviewing "from the trenches." Unfortunately, the lessons learned about code reviewing are widely dispersed and poorly summarized by the existing literature. In particular, practitioners wishing to adopt or reflect on an existing or new code review process might have difficulty determining what challenges to expect and which best practices to adopt for their development context. Building on the existing literature, this article from the July/August 2018 issue of IEEE Software adds insights from a recent large-scale study of Microsoft developers to summarize the challenges that code-change authors and reviewers face, suggest best code-reviewing practices, and discuss tradeoffs that practitioners should consider.
Data Breaches: Public Sector Perspectives
A data breach exposes confidential, protected data to unauthorized access and manipulation. This study from the July/August 2018 issue of IT Professional examines the extent and occurrences of data breaches in the US public sector through an analysis of data breaches over a five-year period. This research is motivated by two questions: What are the current trends of data breaches in the public sector and how do contextual governmental factors impact these data breaches?
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